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The UNIX authn/authz Flow
Start at a login program

Get username and password

Check it against /etc/
passwd

Check it against /etc/
shadow

Login calls setuid(2)

Login shell created and 
end



Pros/Cons for UNIX Auth

It is exceedingly simple

It just relies on text 
files

It has been around since 
the dawn of UNIX time

It works on only one 
machine at a time

We live in the age of 
hyperconverged cloud 
federated femtoservices



Workarounds
Put those files on a network filesystem

None of the network filesystems let you have a TLS-
validated session to mount them

Every network filesystem assumes the network is 
trusted


Put them on a CD or something

Expensive to change passwords







What is PAM?



PAM handles 
authn/authz
Authentication and 
Authorization



Who Made PAM?



<Mara> How does PAM work?



The Core of PAM



<Mara> How is this 
relevant to Tailscalars?



Le cœur de le module



Live Demo

ssh root@tailpam-test





<Mara> How do you debug 
PAM?





<Mara> What about bsd_auth 
or factotum?




